Hnpopmayuonro-cnpasoynvie Mamepuansl N0 HCUHEHHOU CUmyayuu
«3awuma om MOUEHHUKO8 8 CEMU»

B pamkax denepansnoro npoekra «['ocynapcrso. i monein» Munuudpsr Poccnu
u Ananutuueckuil 1eHtp npu IIpaButenscTtBe Poccuiickon dDenepanyu peaan30BaIu
uudpoBOM  CEpPBHUC IO OJKMU3HEHHOM CHUTyalMM «3aluMTa oOT MOLUCHHHMKOB
B ceru» Ha EmgumHoM mnoprajge TIOCYAapCTBEHHBIX W MYHUIMIOAIBHBIX  YCIYT
(nasiee — [ocycayru) B LeIdX IIPeceueHus U MPEeIOTBPAILECHUS MOIIEHHUYECKHUX ACUCTBUM
(https://www.gosuslugi.ru/scammer_protection).

CepBHC NPEIOCTABISAET BBIOOP CHEAYIOUX CUTyalun: «VIOIIEeHHUKH NbITATCSH
noayuyuth jgoctyn K Tocycayram» (3Ta cHUTyanus HalpaB/ieHa Ha [OMOIIb
B BOCCTAHOBJICHMM KOHTPOJISI HAJ YYE€THOM 3aluchi0) U «4 Xouy 3allUTUTHCH
OT MOILIEHHHKOB B CeTH» (B JaHHOW CUTYaAIlUM PeUYb HUJIET O CIIOcOo0ax mpeaOoTBpallCHUs
IPECTYIIHBIX JEUCTBHUM).

B pamkax mepBoOii CHTYallHH TIpeJCTaBlIeHa NOAPOOHAas WHCTPYKLHS, B KOTOPOH
colepxKuUTCcs MHPOpMALIMI O TOM, YTO JI€NaTh, €CIM IPaXKJaHUH YK€ COOOIIMI mapoJib
i ko u3 CMC MonieHHUKaM.

B paMkax BTOpO# CHTyallMHd pacCMAaTPUBAKOTCA MEPBI, HANPABJICHHBIC HA 3alIUTY
OT KHOEPIIPECTYITHUKOB (3alIpeT Ha JICUCTBUS C HEABMKUMOCTBIO, 3aIIPET HA ODOPMIICHHUE
JIOTOBOPOB CBSI3M, 3aIlpeT Ha TOJYy4YEHUE KPEIUTOB M 3aiiMOB, 3alllUTa YYCTHOM 3aMUCH
C TIOMOIIBIO JOBEPEHHOIO KOHTAKTa, IpaBmia 0€30MacCHOCTH MpHU Teae(OHHBIX 3BOHKAX ),
a TakKe IPEACTaBICHbl METOAbl IPOTUBOACUCTBHUS (PUHAHCOBOMY MOIICHHHYECTBY
M YEK-JIUCT MO UMDPOBOU TUTUECHE.

Cnpasouno: camozanpem — 000pOBOIbHOE 02paHUYeHUue, KOmopoe 4elosex
cam Ha cebs Haknaovieaem. Ymobbl HUKMO He CM02 0QhopMuUms Kpeoumsbl U 3aUmbi
Ha €20 UMsl — HU OH CaM, HU MOWEHHUKU («3anpem Ha nonyueHnue Kpeoumos
U 3aUMO8»); Ymobbl He OONYCMUMb COBEPUIEHUSL COENOK C HEOBUNCUMOCMbIO be3 e20
TUYHO20 yYaACmus Kak cobcmeernHuka («3anpem Ha 0eucmeust ¢ HEOBUNCUMOCIBION)
ymobvbl HUKMO HEe CMO2 3aKIIYUMb 002080p HA MOOUNLHYIO C843b Om €20 JUyd
(«3anpem Ha oghopmaeHue 002080p08 CEA3UY).

Hosepennoiti_koumaxkm (Oaree — [JJK) — amo oononnumenvhas 3aujuma
yuemnou 3anucu Ha I'ocycrnyzax om Oercmeuu mouwiennuxos. K moodicem cmame,
Hanpumep, poocmeenHux unu opye. Ilpu nonvimke 60ccmanO8NeHUA O0CMYNd
K Y4emHoU 3anucu noivzoeamens Ha Homep menegona K 6yoym npuxooums cmc
0151 NOOMBEPAHCOeHUs. 80CCMAaHo8neHus napois. K noomeepoum 3anpoc, moabKo
K020a Y6eoumcs, 4mo noav308ames He 66005iM 8 3a01YHCOCHUE.

, Kpome TOro, Ha crTpaHMIle pa3sMEUICHbI TIOJE3HBIE HHCTPYMEHTBI IS
KUOEpOE30IMaCHOCTH.

B karanore oO0y4yammux KYpPCoB CcOOpaHbl MaTepuansl @0 IU(PPOBOH
rpaMOTHOCTH — OT IPABUJI PE3€PBHOIO KONMPOBAHUS JaHHBIX 10 METO0B PacIlO3HABAHUs
nundeiikos (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxxe pocTymHa 0a3a MOILIEHHHYECKHMX CXe€M, KOTOpas IIOMOraeT Y3HAaTh
00 aKTyanbpHBIX crioco0ax oOmaHa. Ha JaHHBIM MOMEHT B HEW COAEPIKHUTCS 86 CXEM C UX
kpatkuM ormcanueM (https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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J171s OLIeHKY CBOMX 3HAHUH, B CBOIO OYEPEdb, MOXKHO [IPOMTH TecT No uudpoBoii
'PAMOTHOCTH, KOTODBIH ONDENCTUT YPOBEHb OCBEIOMIICHHOCTH B ITON  chepe
(https://www.gosuslugi.ru/scammer _protection/quiz).

CTOMT oOTMeTHTH, uYTO B PaMKax — BTODOM CHTYalldM, CpPeId MpPOYEro,
HAROANTCS  cChulka  Ha  pasgen  «KubepOesomacHocTh  — 9T NPocTo!»,
e cobpana mone3Has wuHGOpPMamus O PasHoOOpasHbIX HUPOBHIX  yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B ormensHBIX Omokax PasMCIICHBl PEKOMEHIALMH 10 KUOEprpaMOTHOCTH,

CHCLHATBHO pa3paboTaHHbIe I A€TEH U TOKHJIBIX JIFOICH, KOTOPBIE CUUTAOTCS Hauboree
YA3BUMBIMH B UHTEPHETE. '

Oco0oe BHUMaHuE YACICHO 3al0MTE OT (PUUIMHIA, CO3JAHMIO HA/ICKHBIX MapoJIei,
3AIHMTE MOOMIBLHOTO YCTPOIHCTBA M IPOdIIaKTHIE TeJIE(OHHOI0 MOILIEHHUYECTBA.

IlomuMmo 3T0TO, Ha CTpanuNax 06enx CUTyalluH{ pasMelleHa MaMATKA ¢ M0JIe3HbIMHK
CCBIIKAMM: Ha MHTEPAKTUBHYIO KapTy C agpecaMu MB/I Poccuy; Ha nogauy 3asBJICHUS,
KanoObl MM MPEUIOKEHUS depes oduIHanbHEIA caiit MBJ] Poccuu; Ha BO3MOMKHOCTE
[OJTy4YHTh OSCIUIATHYIO KOHCYJIBTAIIMIO ¥ TIOMOLIE FOPUCTA 110 3alUTe Mpas.

Taxxe B pasgene «YacTeie BOIIDOCBI» («MOTyT 1IM MONICHHUKH [POJIATH
HCABHJXUMOCTE») ‘HaXOAWTCA CCBUIKA HA MHTCPAKTHBHYIO KapTy ¢ ajpecamu
MHOTO(YHKIHOHATBHBIX IEHTPORB (MODII).

Kpome Toro, Ha crpanunax o6eux CUTYalluM Pa3sMELIeHbl CChUIKH, MO3BOJIAIOIINE
HIPDOBCPHATL KPEAUTHYIO HCTOPHIO, COOOINUTH O TOZTO3PUTEIIEHOM 3BOHKE, MPOBEPHUTE
O()OPMIIEHHBIE CUM-KapThI, [10ATH Kaj100y Ha BPEIOHOCHBIH HHTCPHET-PECYPC, a TAKKE
OTBCTRI HAa 4aCTO 3amaBaeMble BoOmpochl: «Kak HaCTPOMTE KOHTPOJIBHBIA BONIPOC?),
«Kax annynupoBate kpenut, eciu MOIICHHMKH O()OPMUIIM €TO Ha Bac uepes I OCYCIIYTH 7,




